Sage ERP MAS 90

User Guide

Sage ERP MAS 90 Online




Table of Contents

OVERVIEW ...oiiiitiiiiiiiiiiiiiieetitttnuessstettttssssssesssttssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnssssssssssns 1
SUPPORT....cciiitiiiiiiiiiiieitiiettieteeetetteteeetteetetettttstetessttasssstssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 1
SAGE ERP MAS 90 ONLINE 24 X 7 CONNECTIVITY SUPPORT .....ccueuriueureuerserenetneiesesessessenemesessessessesessessenesesssssssessessesenns 1
PRODUCT SUPPORT ....vimiimiisiieitieatieatie it sssse s et sttt bbb s e s s eas 2
GETTING STARTED ....cciiiiiiiiiiiiiiiiiiiiiieiiieieeeeeeeeettteesesetssessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 3
MIGRATING ON PREMISE DATA TO ONLINE ..ottt ssesessese s ssesesstsessssessssessssessssessssessssessesessesessesessesessenes 4
INSTALLING THE CITRIX CLIENT AND LOGGING INTO SAGE ERP ONLINE ...c.ccctininitiiieieinineneieieisereeieiersesesesessssesesesesessenes 4
SAGE ERP ONLINE INTERFACE ....cctuiuiiiieiiieiieeniiesstie st ssesessesessesesse e ssesessssesstaesstsessssesssssstssssssessesssssassssessessssssessssessssessssesenas 9
CHANGE PASSWORDS ......ceiiiiiitiiiintitttniissetttteansesessttessnnssssssssstssssassssssssssssssssssssssasssssssssssssssssnnsssssssssasss 9
SAGE ERP ONLINE INTERFACE ..ottt sesessesessesessesessssessssesstaesstaessssessssssssssssesessessssssssssessssssssssssssesssssssssesenns 9
SAGE ERP IMAS 90...outuriirieeirtieiieeirtine ittt ssseisesssesse e sisesse e ssst i ettt st ettt bbb s 11
IMPORTANT THINGS TO KINOW....ccoottttiriiiiireeeeeeeeeeeeeeeeeeeeeeeeeseesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 11
FIRETZALL PORTS ...ouviteitieiiieirteiste sttt sttt s sttt 11
EXPLORER DRITE .ovuuviueiriniisiniieieieistieieiestsesstsessessssesssssssssessssesssssssss s sssssssssessssessessssesssssssssssssssssssssssssesssssssssessssessessesessssessesesens 12
SESSION PERSISTENCE ....oucuevniueirieeiiaeiseieistiessiaesstae st ssssssssas st sst st st sttt sstaessesesssssssessssssessssssstsssstasssssessssessssessssensesessenes 13
CITRIX CONNECTION CENTER ....cvuiiriiriaieisiseiseseestieestiessisesstssesesstsesstsessssessssesesssssssssessssessssessssssessssssssessssesessessssesessessssessssssenss 13
TROUBLESHOOTING CONNECTIVITY .ouiiiiiiiiiiiiiiiiiiiiinnsisesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 16
PING oo sttt 17
TELNET ..ucuettueieneiietsisessise ettt esstsessessesessese e tse s sese s sae s ss s e sst e sst s st stse e tse st a e bse e bae b e a et e b st a st asbse s s e sae e sabense s s s enstsens 18
TRACE ROUTE ..ttt e s ettt ens 20
FREQUENTLY ASKED QUESTIONS — FAQS......ooocuueeeeneeeneneennnssnnnnnsssssssssssssssssssssssssssssssssssssssssssssssssssans 22
IMPORTANT CONTACT INFORMATION.....cccetttttirrirreeereeeeeeeeeeeeeeeeeseeeseeseesssssssssssssssssssssssssssssssssssssssssssssaes 27
24 X7 CONNECTIVITY SUPPORT: «..ccvuiviriieirieensieeniseseeesstaesstaessesessesessesessssessssessssesstsesstsesssssssssesssssssesessessssesessesessssessssessssessssesssses 27
CUSTOMER APPLICATION SUPPORT: ....cuvuetreueermersenstinetseeeeessessesseisessessesstssssessessessesntssessssessessesstsntsessestssssessesesnesnesssssssessessesns 27

Sage ERP MAS 90 Online Page i Last Updated: November 18, 2011



Overview

Thank you for choosing Sage ERP MAS 90 Online. This Resource Guide will provide important
information and instructions on how you can get started. These helpful tips have all the answers to the
most common questions and will help your users fully utilize the benefits of Sage ERP MAS 90 Online.

Sage ERP MAS 90 Online offers the flexibility of the cloud with the power of an ERP solution hosted by
Sage, and developed for North American companies like yours. Ideal for an organization with a
workforce distributed across multiple locations, it allows you to stay mobile and centralize key functions
like accounting and operations on a standardized back-office solution. Sage ERP MAS 90 Online enables
you to get your system up and running quickly, and make affordable monthly payments, rather than
making an up-front capital investment. Enable your team to be mobile and more productive by using a
powerful suite of modules ranging from financial and accounting, business intelligence, reporting, and
operations, to distribution and light assembly. And if business circumstances change, Sage ERP MAS 90
Online customers can easily and cost-effectively transition to the on-premise version of Sage ERP MAS
90, 200 or 200 SQL. You are in control of your data and your system.

e Flexible online deployment of a suite of powerful ERP modules
e Reduces the need for an internal IT infrastructure
¢ On-demand deployment allows you to grow easily
®  Smooth transition to on-premise when needed
Support

Sage ERP MAS 90 Online 24 x 7 Connectivity Support

All customers of Sage ERP MAS 90 Online will receive connectivity support on a 24/7 basis as a part of
their service. This support relates to issues where customers cannot login to their Online service via their
user credentials. Connectivity issues may be sent to Sage via email during business hours
(support.masonline@sage.com) or by telephone (877-223-4828) which are handled 24/7.

Furthermore, non-technical or product related requests, such as adding additional Online services, or
billing inquiries should be forwarded to masonline@sage.com.
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Types of Requests Handled by the Connectivity Support Team

Add
Additional

Inquiries
about Sage

Renewals,

Users or ERP MAS 90 Reactivation Password Re-Activate Disable Citrix
Services Online and Data Change Citrix Login Login
or Subscriptions Restores
Restore Billing
A Y A
Contact masonline@sage.com
with this request
Reason:
Reason: Reason: Pa_ssword
Forgot Account has Expired and
A been locked had problem
Password L
out changing it by
Administration / Billing Department will complete themselves
this request as appropriate
A Y A A A

Contact Sage ERP MAS 90 Hosted Services Connectivity Support
24(7:1-877-223-4828
Business hours: support.masonline@sage.com

A 4 A

Analyst will reset the password
immediately. Provide client with a
default password that they need to
change on next logon

Analyst will unlock the account
for client. Client can login with
their existing password

Product Support

Sage will Disable
Requested Account
immediately

Analyst will re-activate the
account for client

In addition to connectivity support, all customers who sign up for the Sage ERP MAS 90 Online service
will receive 5 technical support issues as well as 24/7 access to the Sage Online Knowledgebase.
Customers may also enhance their support experience by opting into the Sage Business Care — Online
Advantage plan for the duration of their contract term which includes the following services:

Unlimited support issues

Unlimited Anytime training courses
20% off real-time training
24/7 Sage Online Knowledgebase access

To obtain product support customers can call the Sage ERP MAS 90 support line at 800-854-3415.
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Getting Started

How | do get started?

v

v

New Client to
Sage ERP MAS 90
Online

New Client with Existing
Sage ERP MAS 90 On-
Premise Solution

Steps performed on
Local PC

Install Citrix Client

Steps performed on
Login to Sage ERP Sage ERP

MAS 90 Online as

Administrator using MAS 90 Online

password supplied

i

Copy over tested
Custom Crystal
reports and VBA
Macros to Explorer
drive

I

Setup Sage ERP MAS
90 security using Role
Maintenance and User

Maintenance

Start using Sage ERP

MAS 90 Online
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A
Migrate company data
to latest version of
Sage ERP MAS 90
available Online

A

Backup the company
database(s)

Install Citrix Client

Login to Sage ERP
MAS 90 Online as
Administrator using
password supplied

y
Copy over tested
Custom Crystal
reports and VBA
Macros to Explorer
drive

Setup Sage ERP MAS
90 security using Role
Maintenance and User

Maintenance

Start using Sage ERP

MAS 90 Online

Last Updated: November 18, 2011



Migrating On Premise Data to Online

Please follow the steps below to migrate on premise data to the Online environment. These steps must
be performed in the order listed below. Only data that is level 3.71, 4.00, 4.05, 4.10, 4.20, 4.30 or 4.40
are eligible to be migrated via this method.

Pre-Migration (On Premise):

1. Go to Library Master / Utilities / Pre-Migration

Select the path of the Source Installation and the company code you would like to migrate

3. Run each of the Utilities that appear in the bottom window in order to proceed to the Parallel
Migration Step

N

Parallel Migration (Online):

1. Go to Library Master / Utilities / Parallel Migration (You can also access this from the "Parallel

Migration" button in the Pre-Migration window or by using the Migrate.exe program file from

within the ..\MAS90\Migration folder).

Click Next and Enter the Administrator Password for the MAS installation

Click Next and Enter the path for the Source Data

Enter the Administrator Password for the Source Installation and click Next

Migrate System Files: the first time you migrate, System files will automatically be migrated. If

additional migrations are attempted, you will be given the option to re-migrate system files. This

will pull over all of the data from MAS_SYSTEM.

6. Migrate Companies that already Exist: the first time you migrate, you will not get this option. If
additional migrations are attempted, you will be presented with this option which will re-
migrate (and thus replace) company data that has already been migrated.

vk wnN

Installing the Citrix Client and Logging into Sage ERP Online

Once a customer contract is signed for Sage ERP MAS 90 Online, Citrix login credentials will be
distributed to the customer and partner within 24 hours. To logon to the Sage ERP MAS 90 Online
servers, you must install the Citrix Client.

The Citrix Client will automatically download onto your computer during the logon process if you do not
already have it installed, or if your installed version is not up to date. The logon page is located at:

https://app.sageerponline.com

Please use your Citrix logon credentials that were provided at time of Sign Up to log in.

sap
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Sage ERP Online - '

Log on to access your applications,

User name: I
Password:
Domain: | ONDEMAND =@

The very first time you logon with the correct username and password you will be prompted with the
following screen to change your password.

Sage ERP Online .

[ Change Password

Consult your help desk or corporate security policy to learn about your company's password guidelines.

Old password: I........
Mew passwoard: [eene
Canfirm passwaord: Jenes
QK I Cancel I

Please enter your old password (the one initially assigned to you) and enter a new password that is
greater than 6 characters. You must use a combination of 3 of the 4 following types of characters:

e Upper case letters

® |ower case letters

e Numbers

® Non-alphabetic characters (such as |, @, #, S)

This password is case sensitive. For example, a capital B and lowercase b are regarded as distinct
characters. The password will be valid for 90 days before you are prompted to change it again. Please
enter your old password, new password twice, and then click OK to confirm.
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Sage ERP Online " —

Change Password

Your password has been changed.

If it is detected you do not have the Citrix client installed or if it needs updating, you will be presented
with the option to download the newest client. Click on the “Download” button do so.

Sage ERP Online ~ = ‘% ——

Download Client Other Options

%, you confirm that you have read, understand, and accept the Citrix license agreement;

Already installed

Try later
Log off
I Download :

Click here to download the software

) Clicking Download will install software on your computer, More information on security...

Select “Run” to run the installation.

Sage ERP MAS 90 Online
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Sage ERP Online

Click on the Information Bar {at the top of the page) and select Run ActiveX Control from the menu, Try later

Log off
/& Citrix XenApp - Allow ActiveX Control - Windows Internet Explorer

@ \../I > |® http://servername.domain.com,/ Citrix/XenApp/clientDetection/nativeClientl

—
W I@ Citrix XenApp - Allow ActiveX Control | |

This website wants to run the following ac (il PtoeTil = CEEGE) L =

Do you want to run or save this file?

Mame: CitrixOnlinePluginweb, exe
Type: Application, 11.6MB

Problems downloading? Try downloading the softwarn

o~
k} Enabling the Activel control will allow the client

Wwhile files from the Internet can be uzeful, this file type can
patentially harm your computer. IF you do nat trugt the source, do not
Tun or save this software. What's the risk?

Select “Run” again.

Sage ERP Online

Click on the Information Bar {at the top of the page) and select Run ActiveX Control from the menu, Try later

Log off
/& Citrix XenApp - Allow ActiveX Control - Windows Internet Explorer

@ \../I > |® http://servername.domain.com,/ Citrix/XenApp/clientDetection/nativeClientl

ﬂ? ,ﬁ? I@ Citrix XenApp - Allc Internet Explorer - Security Warning B

Do you want to run this software?
Mame: CitrixOnlinePluginiyeh
Publisher: CITRIX SYSTEMS, INC

¥ | More options Run

@) This website wants to run the fol

Problems downloading? Try downloading tF

‘while Files From the Internet can be useful, this file bype can potentially harm

. - - wour computer, Only run software Ffrom publishers you trust, What's the risk?
Enabling the Activel control will allow

Hpen [pen Eolder | Cancel I
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If you see an “Installing...” screen like the one pictured below, then the Client is being installed properly.
Ignore any security prompts from your browser regarding allowing it to run the add-on: ‘Citrix Systems,
Inc’.

Sage ERP Online

Click. on the Information Bar (at the top of the page) and select Run ActiveX Control from the menu. Try later

Log off
/& Citrix XenApp - Allow ActiveX Control - Windows Internet Explorer

@ l\_/l > |® http://servername.domain.com/ Citrix/XenApp/ clientDetection/nativeClientl

[ e
* afe |® Citrix XenApp - Allow ActiveX Control i

¥ This website wants to run the following add-on: 'Citrix Helper Control' from 'Citrix Systems',
Run ActiveX Control i

What's the Risk?

Citrix online plug-in installation

Installing. ..
Problems downloading? Try downloading the softwar ]

.
@ Enabling the Activex control will allow the client

After the Citrix client has been installed, log off and log in again.

Sage ERP Online

Click an the Infarmation Bar (at the top of the page) and select Run ActiveX Control from the menu. Try laker

Log off
/& Citrix XenApp - Allow ActiveX Control - Windows Internet Explorer

@ U > |® http://servername.domain.com/Citrix/XenApp/clientDetection/nativeClientl

W& !@ Citrix XenApp - Allow ActiveX Control |

¥ This website wants to run the following add-on: 'Citrix Helper Control' from 'Citrix Systemns'.
Run ActiveX Control i

Citrix online plug-in installation [ %]

% Installation completed successfully,

Problems downloading? Try downloading the software again,

o~

!9 Enabling the Activer contral will allow the cient to run on your ©
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Sage ERP Online Interface

When you log into Sage ERP Online you will be presented with several icons. The icons will launch Sage
ERP MAS 90 and our suite of other applications.

Sage ERP Online ‘%

Applications Messages &

Logged on as: m45userld Log Off
—
Applications
Main Select view: | Icons ;I
( L=
= W = =
— il
1 - Sage ERP MAS 2 - Microsoft Word 3 - Microsoft Excel 4 - Explarer
a0 2010 2010

Clicking on the Sage ERP MAS 90 icon, for example, will launch Sage ERP MAS 90 seamlessly on your
local desktop. While the application behaves like it is local to your workstation, it is running from the
Sage ERP MAS 90 Online servers.

Change Passwords

Sage ERP Online Interface

When logged into the Sage ERP Online interface, users can change their passwords by accessing the
“Change Password” link.

Sage ERP Online L

Applications Messages &

Logged on as: m45userld Log Off
—
Applications
Main Select view: | Icons ;I
“
— vl
> @ 'S -

1 - Sage ERP MAS 2 - Microsoft Word 3 - Microsoft Excel 4 - Explarer
90 2010 2010

f —

| Change Password | froblem Connecting?

Please enter your old password (the one initially assigned to you) and enter a new password that is
=g greater than 6 characters. You must use a combination of 3 of the 4 following types of characters:

sap
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e Upper case letters
® Lower case letters

e Numbers

® Non-alphabetic characters (such as |, @, #, S)

This password is case sensitive. For example, a capital B and lowercase b are regarded as distinct

characters. The password will be valid for 90 days before you are prompted to change it again. Please
enter your old password, new password twice, and then click OK to confirm.

Sage ERP Online

[ Change Password

Your password has been changed.

Click OK to return to the interface screen.

If you are experiencing problems with changing your password, you can contact Sage ERP MAS 90 Online
Connectivity Support at 877-223-4828 or email support.masonline@sage.com to reset your
password for you. Please have your challenge phrase and answer ready for authorizing the change.

If you enter an incorrect password in 3 consecutive attempts, your account will be locked for % half-
hour. You can either wait for the account to unlock or you can contact Sage ERP MAS 90 Online

Connectivity Support to unlock your account.

Sage ERP MAS 90 Online

Page 10
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Sage ERP MAS 90

1. Under “File”, select “Change User Password”.

=2F Sage ERP MAS 90 Desktop

File Modules My Tasks View Hdlp

| J Main

Reports Setup Utilities

Change Company
Change Date
Change User

Change User Passw

ord

|J Find Task | =2

b= |

T ane onsone

Deferred Printing
Register

Run

Exit

nboard

questions, discuss ideas, and share
information about your experiences | f

Community Forums — :I
Visit the Sage ERP MAS forum and post
3 g

~|

2. Enter your old password and new password twice and click OK to confirm the change.

ﬂ:ﬁ_,l Sage ERP MAS 90 Change User Password

o

0ld Pazzwaord
Mew Pazzward

Canfirm Pazssword

Enter your old uzer pazswaord followed by a new pazsword.
1 Confirm the new pazsword in the final field.

2|

| ok | concel | @]

Important Things to Know

The first time you log into Sage ERP Online and launch an application, it may take a few minutes because
the user profile is being created on the system. This will happen once for each server you are directed

to.

Firewall Ports

Your Network Administrator or Business Partner will need to configure the office Firewall to allow TCP
Destination port 1494 and 8088. The TCP port 2598 will also need to be defined to pass through for

session reliability.

Sage ERP MAS 90 Online

Page 11
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Explorer Drive

Within the Sage ERP Online interface you will see an icon titled “Explorer”. The Explorer drive is an
online file storage area which may be used by customers to store files that may be accessed from
anywhere as long as the user has an internet connection. Please note that the first gigabyte (GB) of
storage is provided free of charge.

e =
Sage ERP Online - .-%
Logged on as: m45userl0 Log Off
Main Select view: |Icor15 ;I
—=as (3=
= (Wi b .
1 - Sage ERP MAS 2 - Microsoft Word 3 - Microsoft Excel 4 - Explorer
a0 2010 2010
The left hand pane of the Explorer drive window will allow you to select between your online storage
(labeled with your identifying company code) and your local mapped drive. You will alternate between
these two views when you are transferring files.
o (=] |
|@C)v [~ Computer - M30M45 (W\Odfile02\mass0_45) (I:) ~ MAS90 - ~ 23 [ search masso "_ﬂ‘
Organize = Open Mew folder ==t '@'
Mame =~ Date modified I Type I Size I I;
= 8& Computer :
. ACM 9/9/2011 6:03 PM File folder
= Local Disk (C: on BCRE . AP 9f9/2011 6:03 FM File folder
. AR 9972011 6:03 PM File folder
| BIExplorer Sf4f2011 2:02 FM File folder
. BM 9fa/2011 6:03 FM File folder
. BR 2972011 6:03 FM File folder
File folder
File folder =
. DDICTS S9f4/2011 2:03 FM File folder
§ E5 9f9/2011 5:03 FM File folder
. GL 9972011 6:03 FM File folder
J Home Gf22/2011 5:49 FM File folder
. HTMLOut 9262011 5:06 PM File folder
. IM Sfaf2011 6:04 FM File folder
. Images 9f9/2011 5:04 FM File folder
J Install 942011 2:05 PM File folder
J Launcher Gfa/2011 6:04 FM File folder
J Links 9972011 5:04PM File folder
. LOCK 9f26/2011 5:37 FM File folder
. MAS_ABC 9/4/2011 2:05 FM File folder
. MAS_ABX 9f6/2011 447 PM File folder
. MAS_EEC 9/4/2011 2:05 FM File folder
. MAS_MFG 9f4/2011 2:05FM File folder
il R =l

Please note file transfers can only take place from within the Explorer drive window. Ctrl+C and Ctrl+V
can be used to copy and paste between the Explorer drive and the locally mapped drive.
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Session Persistence

It is possible to “log off” of Sage ERP Online but still have Sage ERP MAS 90 Online, or other applications
open on your local desktop. In these cases, your connection to the server will persist until you close off
all the applications.

It is always recommended you close off your applications one-by-one in order to terminate your server
session.

Citrix Connection Center

An indicator that your session is still running is the Citrix Connection Center on the bottom right System
Tray of your desktop.

T sageerpMas 90... | [ WO PIEEIBR, ) O 2@ 2:236M |

It is possible to log off Citrix sessions through the Citrix Connection Center. However, doing so may
terminate unsaved data, and is therefore recommended only as a last resort.

Double-click the icon to bring up the Citrix Connection Center screen. From there you can see what
existing Citrix connections you currently have listed under “ICA connections”. Select the session you
would like to log off, go to the “Session” area and select Log Off to log off the session.

im Citrix Connection Center

=101x]

 Session

=R Disconnect |
- CTXAPPO7
Click here to restore the language bar Full Screen |
"5 Sage ERP MAS 30 User Logon - \\Re =
Properties I

Log Off |

 Session Securty —————
Files:

IAsk Permission = l

Microphones/Webcams:

ICA connections

IAsk Permission hd l

PDA Devices:

Ask Permission

USB/Other Devices:
I Full Access = l

r~ Application

J | || T

1 Server used, 2 Remote Applications Help

Under Session Security->Files, select “Full Permission” to allow access to your workstation’s local drive
to enable file transfers.
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& Citrix Connection Center _ =] =]

r ICA connections - Session

-_ f_l‘c‘live Disconnect |
El-{f= GAQODCTXAPPO7
Click here to restore the language bar Full Screen |
ﬁ Sage ERP MAS 50 Desktop - “\Remc
e Sage ERP MAS 50 Desktop - Notifica Properties |
Log Off |

r~ Session Security

Files:
Ask Pemission < I

Read Only
Ask Permission
Full Access

I.i\.sk Pemission j
USB/Cther Devices:
IFuII Access 'I
- Application
| | _;I Teminate |
1 Server used, 3 Remate Applications Help

Close

Under Session, click on the “Properties” button.

i® Citric Connection Center i =]

r ICA connections  Session
pi=|

- 1_,. Disconnect |
-{1= GAQODCTXAPPO7

Click here to restore the language bar Eull Screen |
ﬁ Sage ERF MAS 50 Desktop - “\Remc —_—

2% Sage ERP MAS 50 Desktop - Notfica
Log Off |

~Session Securty ——
Files:

IAsk Permission A I

MicrophonesAWebcams:

IAsk Permission A I

PDA Devices:

I.%k Permission x I

USB/Other Devices:

I Full Access 'I
~ Application

J | O] | e

1 Server used, 3 Remote Applications Help
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This window will show you a real-time monitor of your current remote session bandwidth and data
transfer statistics. You can also find out which server you are currently logged onto (GAQODCTXAPPQ7
in this case).

x
Version: Ver12.1.030
Connected to server: GAQODCTXAPPOY
as user: OMNDEMAMND'm45user(2
Encryption level: 128 Bit. 256bit SSL/TLS in use.
Session reliability: Enabled
SpeedScreen latency reduction:  Off
SpeedScreen: i
— Incoming  Qutgoing

Bytes: 116257 Bytes: 75359
Frames: 315 Frames: 3207
Bytes/Frame: 365 Byvtes/Frame: 23
Frame emors: 0 Frame emors: 0
Receive: Send:

QK I Beset

sap
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Troubleshooting Connectivity

If you are attempting to logon to the Sage ERP MAS 90 Online Servers and find that you are not
successful, please do the following steps in determining the source of the connection problem.

Do you have
an internet connection

on your PC?

Have you
installed the
Citrix Client?

Are you
able to download
and install the
itrix Client?2

Can you
browse to
following web sites? :

www.sagemasonline.com
WWW.chn.com
Www.msn.com

Yes

Do a
PING
Test

Do a Does
the PING
TRAC_E RtOUTE ° result return a quick
es response ?
Yes
Do a
TELNET
Test
Are Ports
1494 and 8081
A
Contact
Sage ERP MAS 90 Online |4———Yes
Connectivity Support
Sage ERP MAS 90 Online Page 16

Contact your
Network Administrator
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Step 1 - Have you installed the Citrix Client?

Please refer to the Installation of the Citrix Client section of this document.

Step 2 - Can you browse on the Internet?

In order to determine your network is allowing you to connect to the internet, open any of the
following websites:

www.sagemasonline.com
www.msn.com
www.cnn.com

If your machine is on your office’s LAN (Local Area Network), this will determine if your machine
is allowed to have access to the Internet.

If you find you are able to open any of the above link web sites, then proceed to Step 3.

Step 3 - Are there some restrictions on your Internet Connection?

Listed on the following pages are 3 simple utilities (ping, telnet, trace route) that you can run on
your local PC to determine if there are some restrictions in your internal network or delays on

the Internet.

Ping
The ping utility is another diagnostic for checking connectivity to our servers.

1. From Start->Run, type:

a) cmd (on Windows Vista, Windows XP, Windows 2000, Windows Vista, Windows
2003, Windows 2008, Windows 7)

b) command (on Windows95/98)
2. Type: ping 64.88.171.12

3. Press Enter

Sage ERP MAS 90 Online Page 17 Last Updated: November 18, 2011




B C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-2881 Microzoft Corp.

C:sDocuments and Settingssgulde®l BEST>ping 64_88.171.12
A11.12 with 32 bytes of data:s

.88.171.12: time=187ms TTL=189
-88.171.12: time=182ms TTL=189%
88,171 .12: 2 time=128ms TTL=18%
Reply from B84 .12: bytes=32 time=181ims TTL=18%7

Ping statistics for 64.88.171.12:

Packets: Sent = 4. Received = 4, Lost = @ (8% loss>,
Approximate round trip timesz in milli-seconds:

MHinimum = 18imz,. Maximum = 128ms,. Average = 187ms

C:~Documents and Settings>gulde@i . BEST:>

Four packets were sent out with each being 32 bytes in size. In the above example, all four returned,
but if one had not, a request timed out message would appear. So the percentage of packets lost was
0%. Four times were recorded (fastest 120ms, slowest 101ms) so the average transfer rate was 107m:s.

During a normal transmission of information, if packets get lost then a message is sent back to the
originator and the originator’s program sends another packet out.

TTL stands for Time To Live. Each packet is given a number from 0 to 254 when it is sent out. Each
router it encounters along the way reduces this number by 1 and sends the packet on its way. If the
packet encounters more routers than its original number was set to, that router discards the packet.
This TTL number prevents lost packets from roaming the Internet indefinitely.

Telnet
To ensure ports 1494 and 8088 are opened on your Firewall please do the following:
1. From Start->Run, type:

a) cmd (on Windows Vista, Windows XP, Windows 2000, Windows Vista, Windows
2003, Windows 2008, Windows 7)

b) command (on Windows95/98)
2. Type: telnet 64.88.171.12 1494

3. Press Enter
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B C:AWINDOWS\system32\cmd.exe

Microsoft Windows RP [Version 5.1.260801
(C» Copyright 19852001 HMicrosoft Corp.

C=~Documents and Settings“guldedl.BEST>telnet 64.88.171.12 1494

Another screen will appear with an ICA response:

B Telnet 64.88.171.12

This test verifies that Port 1494 is open (and required) for your machine to use for establishing Citrix
sessions. If you see the above display of AAICA, this means that the 1494 port is opened on your
firewall. If you do not see those results, please contact your Network Administrator. You can click

on the top right X to close this window.

1. Type: telnet 64.88.171.12 8088

2. Press Enter
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B C:AWINDOWS\system32\cmd.exe

Microsoft Windows RP [Version 5.1.260801
(C» Copyright 19852001 HMicrosoft Corp.

IC=~Documents and Settings“guldedl.BEST>telnet 64.88.171.12 8681

Another screen will appear with a blank window this means the connection was successful:

B3 Telnet 64.88.171.12 -o ﬂ

This test verifies that Port 8088 is open (and required) for your machine to use for establishing Citrix
sessions. If you see the above display (blank screen — without any errors) this means that the 8088 port
is opened on your firewall. If you are not able to establish a connection, please contact your Network
Administrator. You can click on the top right X to close this window.

Trace Route

Trace route is a diagnostic that will trace the path your computer takes to connect to the Sage ERP MAS
90 Online servers via the Internet. The results are shown as the number of “hops” and the time for each

Sage ERP MAS 90 Online Page 20 Last Updated: November 18, 2011



hop to the destination. The results will vary depending on the traffic congestion on the Internet at the
time you’re running this trace route. The routers on the Internet - neither your ISP nor Sage ERP MAS 90
Online, control the path taken to transfer the data. Because this is done automatically, you can run the
trace route from your machine at different times and can possibly get completely different paths to our
servers. A fast connection would show results with few hops and hop times of less than 300
milliseconds. A slow connection will be shown by hops with greater hop times and in some cases, a
“time out.”

1. From Start->Run, type:

a) cmd (on Windows Vista, Windows XP, Windows 2000, Windows Vista, Windows
2003, Windows 2008, Windows 7)

b) command (on Windows95/98)
2. Type: tracert64.88.171.12
3. Press Enter

The results of this Trace Route Utility will look something like this:

icrosoft Windows [Uersion 6.8.60081]
opyright <c> 2886 Microsoft Corporation. All rights reserved.

N>tracert 64.88.171.12
racing route to 64.88.171.12 over a maximum of 38 hops

ms <1 ms <1 ms 192.168.16.254
ms 23 ms 27 ms 24.81.174.1
ns 25 ms s rdlbb-ge5-8-B-11.vc.shawcable.net [64.59.159.218

ms S s rclbb—ge5-8-B.vc.shawcable.net [66.163.69.10851]
ms : F rclar-posi4-B.ed.shawcable.net [66.163.76.1621
ns > > rclsc—-poslid4-B.wp.shawcable.net [66.163.76. 1

ns rclsh-posi3-B.mt.shawcable.net [66.163.76.73

ns 2 rc2sh—-geB@-8-0_mt .shaucable.net [66.163.66.221]

ns s gl1-3-B.coreBl.yy=P02._.atlas.cogentco.com [154.54.

WA W

ns : v3492 .mpdBAl .yyzBl .atlas.cogentco.com [154.54.5_.8
g3-B-8-3491 .coreBdl . yyzPl .atlas.cogentco.com [154
pd4-B.coredl.alhB2 . atlas.cogentco.com [66.28_.4.21
p6—B.coreBdl .bosBl.atlas.cogentco.com [154.54.7.4

pS5—B.coredl.jfkB2.atlas.cogentco.com [66.28.4.11

p?-B.coredl.atlPl.atlas.cogentco.com [154.54.5.9
ITCDeltacomCommunications.demarc.cogentco.com [2
pos3-B.suwangaegBlw.cr.deltacom.net [66.35.174.1
suwd3 .gigb—B.edeltacom.com [66.35.174.1661
216.154.207.137 i
suwE4S—gigl—-1-4.gualitytech.com [216.154.287.94]

64.88.178.3
64.88.171.12

race complete.

N>
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Frequently Asked Questions - FAQs

Question
How many connections can one user connect to simultaneously?

Answer
Each Citrix user can only have one active session on the Sage ERP MAS 90 Online servers. If the same
Citrix user tries to log in more than once the user will receive the following message:

Connection Er il

@ ou have exceeded the concurrent connection limit, Please contact wour System Adminiskrator,

This message will be followed by the following message:

Logon Message ﬂ

To log on to this remaote computer, ywou must hawve Terminal Server User Access permissions on this computer, By default,
members of the Remaote Deskiop Users group have these permissions, If wou are not a member of the Remote Deskiop
Isers group or another group that has these permissions, or if the Remote Deskbop User group does nok have these
permissions, you must be granted these permissions manually,

[7

Question
What changes will be needed on my firewall when using Sage ERP MAS 90 Online?

Answer

The firewall needs to be configured so that it allows ICA connections. You normally need to allow TCP
port 1494, port 2598 and port 8088 to pass through. Contact your network administrator to make these
changes.

In most cases, if you are connecting using a phone modem, the above settings will not be applicable.
However, if your PC has any software-based firewall programs (i.e. Zone Alarm), you will need to
configure the above settings.
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Question
How is my company database backed up?

Answer

Every night Sage performs a full backup. The contents that are backed up consist of all client data — Sage
ERP MAS 90 company databases and the Explorer content.

Sage ERP MAS 90 Online archives 4 weeks of onsite daily backups and offsite monthly backups for all the
data over 4 weeks old.

Question
What is the procedure for getting a current backup of my database?
Answer

Should you want to obtain the most current copy of your data for yourself, there are two choices
available. The first is to have your Business Partner backup the ‘MAS90’ directory onto the Explorer
drive and then transfer these files to your local PC. To restore the data you can restore the entire
‘MAS90’ directory. Please note that restoring the data will overwrite all your existing data. Itis
important to ensure that no users are logged into Sage ERP MAS 90 during the backup or restoration of
the directories.

The alternative is to call Sage ERP MAS 90 Online Connectivity Support at 877-223-4828 or email
support.masonline@sage.com to request a copy of the ‘MAS90’ directory. You can request your
data be written to a CD and couriered to you for a fee. Please email: masonline@sage.com for
current billable services.

Question
What is the procedure for restoring backups of my database?
Answer

If you need an older copy of your database restored from backup, you will need to contact Sage ERP
MAS 90 Online Connectivity Support at 1-877-223-4828 or email support.masonline@sage.com. The
time to restore will vary depending how far back you need to restore. Our analysts can provide
database restores of up to 2 weeks old within a few hours. However, if the database backup is older
than 2 weeks, it will take up to 1 day to retrieve the database. All of our backups are stored in
electromagnetic media at an undisclosed secure location.

sap

Sage ERP MAS 90 Online Page 23 Last Updated: November 18, 2011




Question
We are Sage ERP MAS 90 Online customers. If we have questions or problems, who do we contact?

Answer

Your first point of contact is your Business Partner, as they are most familiar with your business
processes and the way your company is setup within the Sage ERP MAS 90 Application.

For 24x7 Connectivity Problems you can contact our Connectivity Support group at our toll free number
1-877-223-4828 or email support.masonline@sage.com.

Furthermore, in addition to the 5 product support issues included with your online subscription, Sage
Business Care — Online Advantage support plans are also available as an additional subscription. In
addition to contacting your Business Partner you may also receive Product Support from the Sage ERP
MAS 90 Support team by phone (1-800-854-3415) and email (support-mas90@sage.com).

Question
| encountered an error message, now what do | do?
Answer

It is important to contact Sage ERP Online hosted support immediately when this happens. Do not end
your session or close off the error message or log off and start another session. Support can provide a
quicker resolution if the message is still on the screen in comparison to having you attempt to replicate
the error message at a later time.

Our support analysts may request permission to shadow your remote session to “see what you’re
seeing” in real time. That way, the analysts will have a better understanding of your problem.

Question

| would like to have some reports customized to my specifications. How can | modify these?

Answer

Sage does not offer Crystal Report Designer in the Environment. If you want to modify the reports by
yourself, you need to have a local licensed copy of Crystal Report Designer.

Alternatively, you should contact Business Partner about the customization services they offer for
modifying existing default reports or custom writing a new report for your company. If you already have
some customized reports, please refer to the section on Printing Custom Sage ERP MAS 90 Crystal
Forms/Reports in this document.
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Question
How can | add a new user on Sage ERP MAS 90 Online?

Answer

For subscription inquires you can email: masonline@sage.com. Please include your Client ID in all
correspondence. Connectivity Support will contact you with the new login information.

Question
What are the feature differences between Sage ERP MAS 90 Online and On-Premise version?
Answer

e Users cannot install additional modules.

e Users cannot install any updates including service packs or hot fixes — these are installed by the
Sage online hosted support team on a scheduled basis.

e Users cannot use the email feature to email documents from within the Online environment.
The workaround is to save the document on a mapped local drive and email the document from
the local workstation.

e Not all printers will work, certain printers especially the newer USB printers may not work in the
Citrix/Terminal Services Environment.

e  PC Faxing will not work.

For product inquires you can email: masonline@sage.com. Please include your Client ID in all
correspondence.

Question

| was in the middle of working on the Sage ERP MAS 90 Online session and find that my session has been
cut off. What should | do when this happens?

Answer

You may have been actively working in the remote session or returned after a period of time and find
that either your session’s window is frozen or you see a Citrix error message on your screen. There are a
number of reasons for this such as a loose network cable on the back of your machine or more
commonly - delays over the internet that may have timed-out. (Please refer to the Testing Connection
section of this document for TRACE Route)

In this case, you will need to terminate this frozen window by clicking on the top right X. (This is may
sound contrary to the previous question, but is the only way to close the window since you’ve lost the
connection and cannot log off properly.)

When a session disconnect occurs the client-side connection has been lost, but may still be in an active
state on the server. That is, the server still regards your session as being active, when in fact - it is not.
Usually, you should wait for about 1 — 2 minutes before trying to log in again so that the server has time
to refresh the status. The software has been configured to logoff disconnected Citrix sessions within a
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1- hour interval and idle sessions after 2 — hours interval. When you attempt to log in again within the 1-
hour interval, you will re-establish the original connection, not consuming any new licenses and should
see all of the applications and documents in the state it was in before the disconnect. You can then,
resume your work.

Please contact Sage ERP MAS 90 Online Connectivity Support at 1-877-223-4828 or email
support.masonline@sage.com for further assistance.

Question
How can | disable an account when an employee leaves my company?
Answer

You need to contact Sage ERP MAS 90 Online Connectivity Support at 1-877-223-4828 or email
masonline@sage.com and the account will be immediately disabled. If you decide to re-activate this
account, you will need to contact the hosted support team. You will need to provide the challenge
phrase and response for verification and authorization in order to re-activate the account.
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Important Contact Information

Login page: http://www.sagemasonline.com

General, Subscription and Billing Inquiries: masonline@sage.com

Technical and Administrative Inquiries: support.masonline@sage.com

24 x 7 Connectivity Support:

In North America (toll free): 1-877-223-4828 (24 hours/7 days a week)

support.masonline@sage.com (6am — 5pm PST)

Customer Application Support:

In North America (toll free): 1-800-854-3415

support-mas90@sage.com

Availability: 5am-8pm PST

(Sage Business Care — Online Advantage Plan)

6am - 5pm PST

(All customers)
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